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1 INTRODUCTION 
As more and more enterprise employees work remotely, from home offices or from mobile locations, the need for reliable 

and secure application access is growing  While current solutions can leverage SSL to provide a secure connection over the 

internet, they cannot protect against threats on the remote computer such as key loggers, stored browser passwords, or 

simple shoulder surfing. By converting existing password into a secure one-time code that changes every time, the 

DǊƛŘDǳŀǊŘϰ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎȅǎǘŜƳ Ŏŀƴ protect you against many common threats. 

DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ƳŀƪŜǎ ƛǘ ǇƻǎǎƛōƭŜ ǘƻ ǳǎŜ ŀ н ŦŀŎǘƻǊ ƎǊƛŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ǿƛǘƘ ŀƴȅ ŀǇǇƭƛŎŀǘƛƻƴ ƻǊ ŘŜǾƛŎŜ ǘƘŀǘ 

ǎǳǇǇƻǊǘǎ ǘƘŜ w!5L¦{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭΦ ¢Ƙƛǎ ŘƻŎǳƳŜƴǘ ǇǊƻǾƛŘŜǎ ƛƴǎǘǊǳŎǘƛƻƴǎ ŦƻǊ ŜƴŘ-ǳǎŜǊǎ ǿƘƻ ƛƴǘŜƴŘ ǘƻ ǳǎŜ ǘƘŜ 

DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ǘƻ ŀŎŎŜǎǎ ǇǊƻǘŜŎǘŜŘ ǊŜǎƻǳǊŎŜΦ 

1.1 OVERVIEW 
The sections below give you an overview of the implementation including the various components that need to be 

ƛƴǘŜƎǊŀǘŜŘ ǘƻ ƛƳǇƭŜƳŜƴǘ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻƴ ŀƴȅ w!5L¦{ ǎǳǇǇƻǊǘŜŘ ǎŜŎǳǊƛǘȅ ŀǇǇƭƛŀƴŎŜΦ 

1.1.1 SYSTEM ARCHITECTURE 

In a typical setup ƻŦ ǘƘŜ DǊƛŘDǳŀǊŘϰ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎȅǎǘŜƳΣ ȅƻǳ ǿƛƭƭ ƘŀǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳǇƻƴŜƴǘǎ ƛƴǎǘŀƭƭŜŘ ƻƴ ȅƻǳǊ 

corporate network. You will be running the DǊƛŘDǳŀǊŘϰ ±ƛǊǘǳŀƭ ŀǇǇƭƛŀƴŎŜ ǘƘŀǘ ŎƻƳǇǊƛǎŜǎ ƻŦ ǘƘŜ DǊƛŘDǳŀǊŘϰ Server, an 

OpenLDAP Server, thŜ DǊƛŘwŀŘƛǳǎϰ ǎŜǊǾŜǊΣ ŀƴŘ ŀ aȅ{v[ ŘŀǘŀōŀǎŜΣ on a network that is reachable by the protected 

application or device and the Customer User Directory.  

Corporate Intranet

'ÒÉÄ'ÕÁÒÄΊ 6ÉÒÔÕÁÌ !ÐÐÌÉÁÎÃÅ

Internet

Remote UserRemote User

'ÒÉÄ'ÕÁÒÄΊ 
Server

'ÒÉÄ'ÕÁÒÄΊ 
Server

OpenLDAP ServerOpenLDAP Server

DB ServerDB Server

Customer
AD/LDAP Server

Customer
AD/LDAP Server

Security
Appliance

Firewall

'ÒÉÄ2ÁÄÉÕÓΊ 
Server

'ÒÉÄ2ÁÄÉÕÓΊ 
Server

 

FIGURE 1 ς OVERALL SYSTEM ARCHITECTURE 

The concepts discussed in this document can be easily extended to system architectures that are not identical to the one 

shown above; it applies to architectures that include clustered, geographically distributed appliances and so on. 

1.1.2 SYSTEM REQUIREMENTS 

1.1.2.1 SERVER REQUIREMENTS 

¢ƻ ƛƳǇƭŜƳŜƴǘ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎ Ƴǳǎǘ ōŜ ƳŜǘΥ 



Introduction 

6/17 DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ оΦс 

1. ! ±a²ŀǊŜ 9{·κ9{·ƛ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ǘƻ ƭƻŀŘ ǘƘŜ DǊƛŘDǳŀǊŘϰ ±ƛǊǘǳŀƭ !ǇǇƭƛŀƴŎŜΦ CƻǊ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜΣ 

ǊŜŦŜǊ ǘƻ ǘƘŜ DǊƛŘDǳŀǊŘϰ ±ƛǊǘǳŀƭ !ǇǇƭƛŀƴŎŜ LƳǇƭŜƳŜƴǘŀǘƛƻƴ ƎǳƛŘŜΦ 

2. Read access to a corporate user directory (Active Directory or LDAP Server). 

3. Administrative access to Radius supported security Appliance(s). 

1.1.2.2 CLIENT REQUIREMENTS 

1. Operating System: Microsoft Windows XP, Vista, Win7. 

32 and 64bit architectures are supported on all the listed operating systems. 

2. Java Runtime Environment (JRE) 1.6  32bit 

Note: Even on 64 bit machines, you will need to install 32bit JRE 1.6. 

3. Microsoft Visual C++ Redistributable Package (x86)  Version SP1 or higher 

This package is available as a free download from the Microsoft Download Center. 

http://www.microsoft.com/downloads/en/details.aspx?familyid=A5C84275-3B97-4AB7-A40D-

3802B2AF5FC2&displaylang=en 

 

1.1.3 ABOUT SYFERLOCK GRIDSOFTTOKENƛ 

¢ƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ ƛǎ ŀ WŀǾŀ ²Ŝō {ǘŀǊǘ !ǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴǎǘŀƭƭŜŘ ŘǳǊƛƴƎ ŀ ǎŜƭŦ-registration process 

executed by the user.  

The application will on first launch, generate a unique serial number that is unique to the hardware and the user 

credentials. Multiple users sharing the same machine but logging on using different credentials will generate unique serial 

numbers. Using this serial number, the client instance is regisǘŜǊŜŘ ǿƛǘƘ ǘƘŜ DǊƛŘDǳŀǊŘϰ ǎŜǊǾŜǊΦ hƴŎŜ ǊŜƎƛǎǘŜǊŜŘΣ ǘƘŜ 

DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀ ǎŜŎƻƴŘ ŦŀŎǘƻǊ ƻŦ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘƻ ŀŎŎŜǎǎ DǊƛŘ ǇǊƻǘŜŎǘŜŘ ŀǇǇƭƛŀƴŎŜǎΦ 

{ƻƳŜ ƛƳǇƻǊǘŀƴǘ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘΥ 

1. 9ǾŜǊȅ ǘƛƳŜ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ ƛǎ ƭŀǳƴŎƘŜŘΣ ƛǘ ǿƛƭƭ ŎƘŜŎƪ ŦƻǊ ǳǇŘŀǘŜǎΦ LŦ ǘƘŜ DǊƛŘDǳŀǊŘϰ ǎŜǊǾŜǊ ƛǎ ǊŜŀŎƘŀōƭŜ 

and updates are available, the updates will be downloaded and installed automatically. If the server is not 

reachable or if there are no updates, the cached version of the application will be deployed. 

2. The serial number is generated using a proprietary algorithm based on the processor serial number, the 

motherboard serial number, the BIOS serial number and the name of the logged in user. This means that the 

DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǇǇƭƛŎŀǘion will generate unique serial number for different users on the same machine or for the 

ǎŀƳŜ ƻǊ ŀƴȅ ƻǘƘŜǊ ǳǎŜǊ ƻƴ ŀ ŘƛŦŦŜǊŜƴǘ ƳŀŎƘƛƴŜΦ ¢Ƙƛǎ ŀƭƭƻǿǎ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ ǘƻ ǘǊǳƭȅ ŀŎǘ ŀǎ ŀ ǎŜŎƻƴŘ 

ŦŀŎǘƻǊ ŦƻǊ ǎǘǊƻƴƎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ ōŜŎƻƳƛƴƎ ǘƘŜ ΨǎƻƳŜǘƘƛƴƎ ȅƻǳ ƘŀǾŜΩΦ 

3. ¢ƘŜ ǎŜǊƛŀƭ ƴǳƳōŜǊ ǿƛƭƭ ƴƻǘ ŎƘŀƴƎŜ ƛŦ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ ŘŜƭŜǘŜŘ ŀƴŘ ǊŜ-installed. It will also not 

change if the operating system is re-installed, upgraded or even if a new operating system is installed on the same 

machine. As long as none of the hardware components are replaced and the username of the user is unchanged, 

the serial number generated will not be affected. 

  

http://www.microsoft.com/downloads/en/details.aspx?familyid=A5C84275-3B97-4AB7-A40D-3802B2AF5FC2&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?familyid=A5C84275-3B97-4AB7-A40D-3802B2AF5FC2&displaylang=en
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1.2 USING GRIDSOFTTOKENΆ 
For end-ǳǎŜǊǎ ǘƻ ǳǎŜ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǇǇƭƛŎŀǘƛƻƴΣ ǘƘŜȅ ƴŜŜŘ ǘƻ ŦƛǊǎǘ Ǝƻ ǘƘǊƻǳƎƘ ŀ Ǌegistration process that will install the 

ǎƻŦǘǿŀǊŜ ƻƴ ǘƘŜƛǊ ŎƭƛŜƴǘ ƳŀŎƘƛƴŜǎΦ hƴŎŜ ǘƘƛǎ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎ ƛǎ ŎƻƳǇƭŜǘŜΣ ǘƘŜȅ Ŏŀƴ ǳǎŜ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŀǇǇƭƛŎŀǘƛƻƴ 

to log into their protected devices. 

1.2.1 THE REGISTRATION PROCESS FOR GRIDSOFTTOKENΆ 

To use the DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘΣ ǘƘŜ ǳǎŜǊ ŦƛǊǎǘ ƴŜŜŘǎ ǘƻ Ǝƻ ǘƘǊƻǳƎƘ ŀ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎΦ ¢ƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎ ǿƛƭƭ 

ŀƭƭƻǿ ǘƘŜ ǳǎŜǊ ǘƻ ǎŜǘ ǳǇ ǘƘŜƛǊ ƎǊƛŘ ŎǊŜŘŜƴǘƛŀƭǎ ŀƴŘ ŘƻǿƴƭƻŀŘ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴΦ ¢ƘŜ ŦƭƻǿŎƘŀǊǘ ƎƛǾŜƴ 

below (Figure 2), describes the process at a high level. 

'ÒÉÄ3ÏÆÔ4ÏËÅÎΊ #ÌÉÅÎÔ
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Start
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Enter 
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FIGURE 2- GRIDSOFTTOKENϰ REGISTRATION 

A detailed description of the registration process is as follows: 

1. Open a browser and navigate to the registration URL provided to you by your system administrator. 
2. Enter your username. 

 

3. Dƻ ǘƘǊƻǳƎƘ ǘƘŜ ά5ŀȅ м wŜƎƛǎǘǊŀǘƛƻƴέ ǇǊƻŎŜǎǎΦ  This step registers your username with the GridServerϰ.  
During this process, you will be entering your AD password for authentication.  
You will also be ǎŜƭŜŎǘƛƴƎ ȅƻǳǊ ƴŜǿ DǊƛŘtLbϰ ŀƴŘ DǊƛŘ/ƻǊƴŜǊϰ ǘƘŀǘ ȅƻǳ ǿƛƭƭ ǳǎŜ ǿƛǘƘ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘΦ 

4. Upon successful registration, you will be asked to re-login using your AD password and your newly selected 
DǊƛŘtLbϰΦ  

5. /ƭƛŎƪ ƻƴ Ψ{ŜŎǳǊƛǘȅ /ŜƴǘŜǊΩ ŀŦǘŜǊ ǇǊƻǾƛŘƛƴƎ the login credentials to be taken to the Security Center.  
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6. Choose the άManage DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰέ ƻǇǘƛƻƴ ǳƴŘŜǊ άaŀƴŀƎŜ !ǳǘƻ¢ƻƪŜƴǎέ.  
The screen shown below will be displayed. 

 
FIGURE 3 - MANAGE GRIDSOFTTOKENϰ SCREEN 

7. /ƘƻƻǎŜ ǘƘŜ ά9ƴŀōƭŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰέ ƻǇǘƛƻƴ ŀƴŘ ǘƘŜƴ ŎƻƳǇƭŜǘŜ {ǘŜǇǎ м ϧ нƭƛǎǘŜŘ ǳƴŘŜǊ ǘƘŜ ƻǇǘƛƻƴΦ 
Step1:  
Click on the Download link to download and install 
the DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ application onto your desktop. 
After installation, the application will automatically 
startup. 

Step 2:  
On startup, the client will display a Registration 
/ŜǊǘƛŦƛŎŀǘŜΦ 9ƴǘŜǊ ǘƘŜ Ψ{ŜǊƛŀƭ bǳƳōŜǊΩ ό/ŀǎŜ {ŜƴǎƛǘƛǾŜύ ǘƘŀǘ 
is displayed into the serial number field in Security Center  

 
Lƴǎǘŀƭƭŀǘƛƻƴ ƻŦ ǘƘŜ DǊƛŘ{ƻŦǘ¢ƻƪŜƴϰ ŎƭƛŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭƭ ƛƴǎǘŀƭƭ ŀ ǎƘƻǊǘŎǳǘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇ ŀƴŘ ŀƭǎƻ ŀ ǎƘƻǊǘŎǳǘ 
under Programs > SyferLock that can be used to launch the application at any time. 
















