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GridSoftTokd A A Quick Reference

Grid Menu Items

f_ Help B
v Always On Top Alt+T
Refresh Alt+R
Un-Register Alt+U
View Serial Mumber Alt+V
Exit Alt+X

|

Abways On Top - Show the GridSoftToken™
window cn top of other windows.

Refresh - Refresh grid cryptograms
Un-Register - Unregister GridSoftToken™
client

View Serial Number - View serial number
unique to machine and user logged in

Exit - Exit GridSoftToken™ application

Patent Protected

Strongest soft token
authentication technology
protected by worldwide patents.

-

's. GridScftToken™ = | —

L

Grid Help
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l *@ Security Center l-/
DD SyFerLock.
[ s Patsnt Nos. 7.143.440 & 7725712

Help Menu ltems

Help — ]

Help Contents Alt+P
About Alt+A

Ahout - Provides information about
GridSoftToken version

Refresh Interval

Seconds remaining before the
grid cyptograms are refreshed

Security Center

This is where you will manage your
GridPIN™, carner, change your GridPic™
and manage Gridkey™ and Add-Ons

Help Contents - Help on using GridSoftToken™
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™ Introduction

1 INTRODUCTION

As more and more enterprise employees work remotely, from homeexfor from mobile locations, the need for reliable

and secure application access is growing While current solutions can leverage SSL to provide a secure connection over the
internet, they cannot protect against threats on the remote computer such asolggyers, stored browser passwords, or

simple shoulder surfing. By converting existing password into a securgno@eode that changes every timihe

DNR RDdzl NRu | dzi K S yritéclyduagridsymasy&aemin8nhreéxs. y°

DNRRTFGOGCXt $FaaamnNofl® w2 FdzDE2NJ ANAR +dziKSyGAOFGA2Y YSOKIF yA&
ddzLILI2 NI a GKS w! 5L {¢HKMA KEYMXRDIBRE 28 v A VINHEB08 A DA XFUBGRREG 2
DNAR{2F(0¢21Syu I dziKSy@aArQINBABSYIiBEROKE YR AMOED | OO0Sa

1.1 OVERVIEW

The sections below give you an overview of the implementation including the various components that need to be
AYGS3aINI GSR (2 AYLX SYSyd DNAR{2F0¢21Syun | dzikKSyidAOrliAzy 2y

1.1.1 SYSTEMARCHITECTRE

Inatypicabetup2 ¥ G KS DNRARRDdzE NRu | dziKSYyGdAOlI A2y aeaiaSyz é&2dz oAff
corporate network.You will be running th® NA RDdzk NRu + A NJidzl £ | LIDNKX RY &SnwiRaénl ¢ O2 Y LI
OperLDAPServer, tl5 DNX Rwl RA dza 1 & S NI SohR netwhrRthdt is raatHabld by tiRebtécted | a4 S =
application or devicand theCustomerUser Directory.

(G OAGKI 6EIDA ! BRI AR )

DB Server

Openl.DAP Server
" GRANED)

seauity L Server )
Appliance (" Corporate Intranet h

»|

L
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AD/LDAP Server

L J

FIGUREL ¢ OVERALISYSTEMARCHITECTURE

The concepts dcussed in this document can be easily extended to system architectures that are not identical to the one
shown above; it applies to architectures that include clustered, geographically distributed appliances and so on.

1.1.2 SYSTEMREQUIREMENTS

1.1.2.1 SERVERREQUIREMETS
¢2 AYLIX SYSYy(l DNAR{2FG¢2]1Syux GKS F2ftt26Ay3 aeaisSy NBIdzN
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1. ! a2 NB 9{ -k9{-A @ANIdzZt YIOKAYS (2 t2F)R G(KS DNARDAJZ
NBFSNI 2 GKS DNARDdzF NRu +ANDdz £ ! LI AFyOS LYLX SYSyil

2. Read access to a corporate user directory (Active Directory or LDAP Server).

3. Administrative access to Radius supported security Appliance(s).

1.1.2.2 CLIENT REQUIREMENTS

1. Operating System: Microsoft Mtlows XP, Vista, Win7
32 and 64bit architectures are supported alhthe listed operating systems.

2. Java Runtime Environment (JRE) 1.6 32bit
Note: Even on 64 bit machines, you will need to install 32bit JRE 1.6.

3. Microsoft Visual C++ Redistributable Package (x86) Version SP1 or higher
This package is available as @&fdownload from the Microsoft Download Center.
http://www.microsoft.com/downloads/en/details.aspx?familyid=A5C84 23189 74AB 7A4(D-
3802B2AF5FC2&displaylang=en

1.1.3 ABOUTSYFERLOCKGRIDSOFTTOKENA
¢KS DNAR{2FG¢21Syn Ot ASyld Aa | W@ 2SS0 {-tegidtdtionplotle¥sA O G A 2
executed by the user.

The application will on first launch, genega unique serial number that is unique to the hardware and the user

credentials. Multiple users sharing the same machine but logging on using different credentials will generate unique serial
numbers. Using this serial number, the client instance isiie§NE R ¢A G K GKS DNARDdzZ NRu &SNBS
DNAR{2Fd¢21Syn Ot ASydG OFly 6S dzaSR +a I aSO2yR FIOG2N 27

{2YS AYLRNIFYydG RSGFEAfA lo2dzi G4KS DNAR{2Fi¢21Syn Of ASyday

1. 99SNE GAYS (KS DNRR{ AFIOKSIRSY h 10teMIyfi OKSO1 F2NJ dzLJRIF G S
and updates are available, the updates will be downloaded and installed automatically. If the server is not
reachable or if there are no updates, the cached version of the apiglicwill be deployed.
2. The serial number is generated using a proprietary algorithm based on the processor serial number, the
motherboard serial number, the BIOS serial number and the name of the logged in user. This means that the
DNX R{ 2 F i ¢ 2 jorSwilhgeneratdl dhidu®derial number for different users on the same machine or for the
aFYS 2NJ lye 20§KSNJ dzaSNJ 2y || RAFTFSNBY(d YIOKAYySd ¢KA& |
FIrOG2NI F2NJ AGNRy 3 | dzli KSYAyAAO0 lelRMd2 K oS oS O2 YAy d G KS waz:
3. ¢KS aSNXFf ydzyoSNI gAftft y20G OKFy3aS A-stalied & wilDakd oy 2 Fi ¢ 2 |
change if the operating system isirestalled, upgraded or even if a new operating system is installed on the same
machine. Afong as none of the hardware components are replaced and the username of the user is unchanged,
the serial number generated will not be affected.
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1.2 USINGGRIDSOFTTOKENA

Forenddza SNB (2 dzaS GKS DNAR{2FG¢ 2171 Sy n ebidtthtlbnp©dess that Wikinstalkiiee y S ¢
a2F06FNB 2y GKSANI Ot ASyld YIOKAySad hyOS GKAA NBIAAGNF GA?2
to log into their protected devices.

1.2.1 THE REGISTRATIONPROCESS FORBRIDSOFTTOKENA

Tousethd NAR{ 2F(i¢21Syunu OftASyi(G> GKS dzaSNJ FANRG YySSR
Ffft2¢ GKS dzaSNJ G2 aSi dzJ 6KSANJ INAR ONBRSyuGuAlta IyR R2gy
below (Figure 2), desbes the process at a high level.
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A detailed description of the registration process is as follows:
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FGURE2- GRIDSOFTTOKEM REGISTRATION

1. Open a browser and navigate to the registration URL providgoudy your system administrator.
2. Enteryour username.

gridguard

2Form

system. This system will provide you with secure one-time password

3 SyferLock Technology has implemented a new enhanced secure login
authentication.

Please enter ONLY your Username.

Username: | |

3. D2 (GKNRdAK (KS a5 &Thimstep&Btarayodisériate/véith thdNGPeB&ha a ®

During this process, you will be entering your AD password for authentication.

Youwillalsob& St SOGAYy3a @2dz2NJ ySg6 DNARtLbu YR DNAR/ 2NYySNM (K
4. Uponsuccessful registratigryou will be asked to Hogin using your AD password and your newly selected

DNARt Lbud
5. / t A0l 2y W{ SOdzNX itRe logirSoyededtid®to heFalied tdthé DeBudiy Geiitef. 3
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6. Chooseth@ManageDNRA R{ 2 Fi ¢ 2 YFRHBNI 2 IG ¥2AS 1 dziz2z¢c 21 Syaé
The screen shown below will be displayed.

FHGURE3 - MANAGEGRIDSOFTTOKEM SCREEN

7. | K22aS GMESDNRR{@FG¢21Syuné 2LIGA2Y YR GKSy O2YLX SGS {
Stepl: Step 2:
Click on the Download link to download and install On startup, the client will display a Registration
the D NA R{ 2 Tapgliéafios ohto your desktop. / SNIAFAOF GSd 9y iSNI GKS W
After installation, the application will automatically is displayed into the seriaumber field in Security Centel
startup.

% Manage Grid SoftToken™ [ 's| GridSoftToken™ ==

Welcome to the Manage GridSoftToken page. Creating and using Registration Certificate %
a SyferLock GridSoftToken will create a 2nd Factor of
authentication allowing an additional level of security when

required. 1. Please enter the Serial Number

EXACTLY how it appears below in
the Security Center,

£ MPORTANT! Once the GridSoftToken is created, registe

and locked to the computer, access to the registered

account can ONLY TAKE PLACE FROM THIS COMPUTER. Sf;fi“ﬁ?f;ﬂ;:ﬁvﬂgyg:d
Setting up your GridSoftToken is an easy 2 step process. Simply N
follow the instructions below. / Serial Number
( QH?G—HCDH—EBBE—GZM—SFFS

2. after Serial Number is entered,
please click on
'Register this Computer' below

1) Download the GridSoftToken software and lock access to this registered
computer.
Download

2) Please enter the 20 character Serial Number EXACTLY how it appears from your ‘ Register this Computer ‘
Registration Certificate window in the below fields. i

(| | - D‘—/ =)

©) Disable/Turn off GridSoftToken™

bﬂﬂ'sg-!rl_ﬂ:k.

Save Clear LS. Pubert Nos. 7183808 7725712

LyadrftlraArazy 27 (KEADNRRYFT@A2TSYyaodtx8yd BIKRING Odzi 2
under Programs > SyferLock that can be used to launch the application at any time.

8/17 DNAR{2FG¢21Syy»
























